
Investment Adviser Regulation

14–1(Inv. Adv. Reg., Rel. #19, 8/21)

Chapter 14

Privacy of Client Financial 
Information: An Overview*

Jonathan A. Forman
Partner, Baker & Hostetler LLP

Melinda L. McLellan
Partner, Baker & Hostetler LLP

§ 14:1 Introduction
§ 14:2 SEC Regulation S- P (Privacy Rule)

§ 14:2.1 Which Advisers Must Comply with Regulation S- P?
§ 14:2.2 What Information Is Protected by Regulation S- P?

[A] Nonpublic Personal Information
[B] Publicly Available Information
[C] Privacy Notices
[C][1] Initial Privacy Notice
[C][2] Annual Privacy Notice
[C][3] Content of Privacy Notices
[C][4] “Opt Out” of Disclosure to Non- Affiliated 

Third Parties
[D] Disposal Rule
[E] Safeguards Rule

* The authors would like to thank Patrick R. Waldrop, an associate in
Baker & Hostetler LLP’s New York office and a member of its Digital
Assets and Data Management practice group, for his assistance with the
preparation of this chapter.

This material is an excerpt of chapter 14 of Investment Adviser Regulation: A Step-by-
Step Guide to Compliance and the Law (Third Edition) by Clifford E. Kirsch (© 2011 
& Supp. 2021 by Practising Law Institute). Reprinted with permission for use by 
Jonathan A. Forman. Not for resale or redistribution. To purchase, visit www.pli.edu.

© 2011 & Supp. 2022 by Practising Law Institute. Not for resale or redistribution. 

jcouture
Text Box

https://www.pli.edu/catalog/publications/treatise/investment-adviser-regulation-a-step-by-step-guide-to-compliance-and-the-law


14–2

§ 14:1  Investment Adviser Regulation

[F] SEC Regulatory Guidance and Enforcement Actions
[F][1] Policies and Procedures
[F][2] Personal Devices
[F][3] Electronic Communications
[F][4] Training and Monitoring
[F][5] Information Security Controls
[F][6] Outside Vendors
[F][7] Incident Response Plan
[F][8] Offboarding Users

§ 14:3 SEC Regulation S- AM (Affiliate Marketing Rule)
§ 14:4 SEC Regulation S- ID (Identity Theft Red Flags Rule)
§ 14:5 State Privacy Laws

§ 14:5.1 Security Breach Notification Overview
§ 14:5.2 California Consumer Privacy Act (CCPA), Virginia 

Consumer Data Protection Act (CDPA), and Other  
State Privacy Bills on the Horizon

§ 14:5.3 New York State Department of Financial Services 
Cybersecurity Regulation

§ 14:6 Foreign Data Protection Laws
§ 14:6.1 General Data Protection Regulation (GDPR)
§ 14:6.2 Cayman Islands Data Protection Law

§ 14:1  Introduction
This chapter examines the federal, state, and foreign data privacy 

laws that are most relevant to investment advisers operating primar-
ily in the United States—whether they are managers of private funds 
or separately managed accounts, or otherwise engage in investment 
advisory activities—and what those advisers must do according to 
these laws to protect the privacy of their client’s financial informa-
tion. As described herein, the business operations of those investment 
advisers, including the location of their clients, are critical factors in 
determining whether and how these laws apply. And given the ever- 
present use of information technology to operate investment advisory 
businesses, concepts of information security, cybersecurity, and busi-
ness continuity oftentimes go hand- in- hand with an adviser’s data 
privacy obligations.

§ 14:2  SEC Regulation S- P (Privacy Rule)
The U.S. Securities and Exchange Commission (SEC) issued 

Regulation S- P to implement the privacy requirements of the Gramm- 
Leach- Bliley Act (GLBA) to persons regulated by the SEC, including  
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investment advisers registered with the SEC.1 For an SEC- registered 
investment adviser that is part of a larger financial services orga-
nization and subject to its enterprise risk management program, 
Regulation S- P is nearly identical to the other privacy rules that the 
federal banking regulators and the Federal Trade Commission (FTC) 
also issued pursuant to the GLBA.

As amended and interpreted by the SEC in its regulatory guidance 
and enforcement actions, Regulation S- P requires a registered invest-
ment adviser to undertake three main compliance obligations:

• Provide notices to individual consumers regarding the adviser’s 
privacy policies and practices;

• Allow consumers the ability to opt out of disclosures of their 
nonpublic personal information; and

• Reasonably safeguard consumer information.

Although Regulation S- P provides the SEC with the ability to pur-
sue enforcement actions for violations of the Privacy Rule (as described 
below), it does not provide a private right of action to consumers of 
investment advisers, namely their clients and potential clients.2

§ 14:2.1  Which Advisers Must Comply with  
Regulation S- P?

Regulation S- P applies to investment advisers that are registered 
with the SEC regardless of (1) whether they operate through U.S. or 
foreign offices, (2) whether their clients are U.S. or foreign individu-
als, and (3) whether they manage private funds or separately managed 
accounts or otherwise engage in other investment advisory services. 
Although Regulation S- P does not apply to investment advisers that 
are registered with the states, those investment advisers must comply 
with the FTC’s Privacy Rule, which, as mentioned before, contains 
requirements that are nearly identical to those of Regulation S- P.3

 1. SEC Final Rule, Privacy of Consumer Financial Information (Regulation 
S- P), Release No. 34-42974, IC-24543, IA-1883 (June 22, 2000) [here-
inafter Regulation S- P Final Release] (adopting rules implementing the 
privacy provisions of Subtitle A of Title V of the GLBA with respect to 
financial institutions regulated by the SEC).

 2. See Dunmire v. Morgan Stanley DW, Inc., 475 F.3d 956, 960 (8th Cir. 
2007) (“No private right of action exists for an alleged violation of the 
GLBA.”).

 3. See SEC Guidance, Division of Investment Management, Staff Responses 
to Questions about Regulation S- P (Jan. 23, 2003) [hereinafter Investment 
Management FAQs] (“GLBA gives the Federal Trade Commission regu-
latory authority for any financial institution that is not subject to the 
jurisdiction of any other regulator under the Act.”).
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§ 14:2.2  What Information Is Protected by  
Regulation S- P?

Regulation S- P applies to consumer information, namely nonpub-
lic personal information (as described below). Regulation S- P defines 
“consumers” as individuals who seek to obtain, or have obtained, a 
financial product or service primarily for personal, family, or house-
hold purposes—namely individual clients and potential individual 
clients.4 According to this definition, Regulation S- P protects the 
information of individuals even if they do not enter into an advi-
sory agreement with or otherwise receive financial services from the 
investment adviser. A subgroup of “consumers” are “customers” who 
are defined as consumers who have a “continuing relationship” with 
the investment adviser—namely individual clients.5 Regulation S- P 
notes that even a single transaction can support the formation of a 
customer relationship if it establishes an expectation of continued 
service.6 And SEC guidance indicates that such a relationship may 
exist even where there is no advisory agreement.7 While information 
of individual consumers and customers is protected by Regulation 
S- P, information of entities is not so protected.8

 4. 17 C.F.R. § 248.3(g).
 5. 17 C.F.R. § 248.3(j)–(k).
 6. Regulation S- P Final Release, supra note 1 (“We recognize that the dis-

tinction between consumers and customers will, in some instances, 
require a financial institution to make a judgment about whether a 
customer relationship is established. When an individual engages in a 
transaction and is not likely to expect further communication about that 
transaction from the financial institution (such as brokerage services as 
an accommodation to buy or liquidate securities), the individual will not 
have established a customer relationship as a result of that transaction. 
In other situations when a consumer typically would receive some mea-
sure of continued service following, or in connection with, a transaction 
(such as when a consumer opens a brokerage account, is the record owner 
of fund shares, or obtains investment advice), a customer relationship  
is established.”).

 7. Investment Management FAQs, supra note 3 (“Regulation S- P defines a 
customer relationship as a continuing relationship between a consumer 
and a financial institution. Examples of a customer relationship include 
an individual who has an advisory contract with an investment adviser. 
Division staff has stated that for purposes of the brochure delivery rule 
under the Investment Advisers Act, a contractual relationship exists 
between a wrap account client and the portfolio manager, even in the 
absence of a written contract. We believe the same analysis applies under 
the privacy rules, and therefore that a wrap account client has a customer 
relationship with the portfolio manager for purposes of Regulation S- P.”).

 8. Id. (“Regulation S- P requires an investment adviser to provide certain 
privacy notices to its customers and consumers. Under the regulation, 
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